OpenVPN Access Server and Client Configuration
Configuration of OpenVPN Access Server
Since OpenVPN access server uses the Python 2.7, pip2 has to be installed for installing the python packages request and simplejson which are used by the AuthX post auth script. Pip can be downloaded from https://bootstrap.pypa.io/get-pip.py.  To install it, use
$ python ./get-pip.py 
from the directory where the get-pip.py was downloaded and saved.
After that, install the requests and simplejson packages using pip command as follows:
$ pip install requests
$ pip install simplejson
requests package is used to send HTTP/HTTPS requests and simplejson is used to send the REST API requests to AuthX Web service.
Once these are installed, determine the locations where they have been installed since we have to specify these locations either through PYTHONPATH environment variable or add these locations to the script itself. Normally, requests package can be found in /usr/lib/python2.7/site-packages directory and simplejson in /usr/lib64/python2.7/site-packages directory. These directories can be added to the authx_post_auth_script.py file using
sys.path.insert(1, '/usr/lib/python2.7/site-packages')
sys.path.insert(1, '/usr/lib64/python2.7/site-packages')
Once these packages have been downloaded, the script file authx_post_auth_script.py can be copied to /usr/local/openvpn_as/scripts/ directory.  If the authx_constants.py and authx_web_api.py are in the ~/authx directory, this path also can be added to the authx_post_auth.py as
sys.path.insert(1, ‘/home/<username>/authx)
Now, the script can be configured as post auth script using the following commands:
$ sudo /usr/local/openvpn_as/scripts/sacli --key “auth.module.post_auth_script” ConfigDel
$ sudo /usr/local/openvpn_as/scripts/sacli --key “auth.module.post_auth_script” --value_file=/usr/local/openvpn_as/scripts/authx_post_auth_script.py ConfigPut
$ sudo /usr/local/openvpn_as/scripts/sacli start
After the server is restarted, AuthX is used as second factor authentication.
If google second factor authentication has been configured, it has to be disabled using the following command:
$ sudo /usr/local/openvpn_as/scripts/sacli --user <USER_OR_GROUP> --key "prop_google_auth" --value "false" UserPropPut
To verify that the AuthX is used as second factor, you can verify using the web page from browser. Instead of oogle second factor, it should popup a page with an edit box to let user enter either the TOTP or one of the three texts: push, face push or palm push
Replace the value of DOMAIN_SUFFIX constant in authx_post_auth_script.py from default “certify.org” value to appropriate value for the configured domain.

NOTE: The directory where the module dependencies are installed can be altered with 
$ pip install –t /usr/local/openvpn_as/authx_modules/ <package-name>
To this same /usr/local/openvpn_as/authx_modules/, the authx_constants.py and authx_web_api.py can be installed.
Same location can be configured in the authx_post_auth_script.py.
In this way, there is only one directory path to be specified in the authx_post_auth_scripts.py
sys.path.insert(1, ‘/usr/local/openvpn_as/authx_modules/’) 
AuthX Root CA Certificate updation
If the AuthX server certificate is changed, the corresponding CA certificate has to be downloaded from the certificate provider web site and appended to the certificate bundle of the Python2 requests library if it is not already available in the Python CA certificate bundle.
The certificate bundle for the requests library is located in the 
/usr/local/lib/python2.7/site-packages/requests/cacert.pem
The root CA certificate in .pem or .crt format can be appended to the bundle as follows:
sudo cat my-root-ca.crt >>  /usr/local/lib/python2.7/site-packages/requests/cacert.pem
This will avoid any SSL certificate errors during AuthX MFA when Open VPN logon occurs.
